User Security in NPSTORET

The NPSTORET security system provides the opportunity to protect your data from improper modification by assigning user level permissions.  When security is not enabled (the default), users do not have to log in with a password so every user is able to modify any portion of the Organization’s data.  When user security is enabled, users are required to log in to the Organization with their own log in ID and password so it is possible to individually restrict the ability to edit data.  Note that security is set for the Organization, not the entire database.  This means if the back end contains multiple secured Organizations then a user must have a log in created in each Organization in order to access that data.  It also means that unsecured Organizations in the database can still be modified by all users, no matter what permission levels they have in the secured Organizations.

Each user can be assigned one of three roles in NPSTORET for the Organization.  A user set to ‘View’ can not edit any data, a user set to ‘Edit’ can only edit his/her own data, and a user set to ‘Admn’ (administrator) can edit any data.

I. Enabling User Security on a New Organization
If you know from the outset that your Organization requires user security, from the main switchboard click the ‘Add New’ button to create a new Organization.  Fill in the Organization ID and name, and check the ‘Enforce user security through passwords’ box on the form for creating the Organization (Figure 1).  Click the ‘OK’ button to proceed.

[bookmark: _Toc180204130]Figure 1.  Enabling Security When Creating an Organization
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At this point NPSTORET requires you to identify an administrator of this Organization (Figure 2).  You must provide the first and last names, log in ID, and password for this administrator.  You can optionally fill in Organizational roles and electronic addresses for this person.  The NPSTORET role is preset (and unchangeable) to ‘Admn’.  Click the ‘OK’ button to proceed.  The new Organization is then created and you can log in as an administrator using the log in ID and password just created.

Figure 2.  Creating Required Administrator for Secured Organization
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II. Enabling/Disabling User Security on an Existing Organization
To enable user security on an existing Organization, select your Organization and log in ID on the main switchboard and then click the ‘Options…’ button.  Move to the ‘Other’ tab on the Options form.  Check the ‘Enforce user security through passwords’ box on the form (Figure 3).

Figure 3.  Enabling Security on an Existing Organization
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You must confirm that you want to enable security with your log in ID as an administrator (Figure 4).  Then you will be required to enter and confirm a password for your log in ID.  All other log in IDs for the Organization will be set to NPSTORET role of 'View' with a password of 'viewdata' (with the exception of when you are re-enabling security, as noted below).  As administrator, you can later modify these passwords and NPSTORET roles on the ‘Staff and Roles’ tab of the Metadata template.

Figure 4.  Confirmation to Enable Security on Existing Organization
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To disable user security on an existing Organization, select your Organization and log in with your ID and password on the main switchboard and then click the 'Options…' button.  Move to the ‘Other’ tab on the Options form.  Uncheck the 'Enforce user security through passwords' box on the form.  This box is only visible if you are logged in as an administrator.  You must confirm that you want to disable security (Figure 5).  Once security is disabled, all users will be allowed to edit any data.  The current NPSTORET role assignments and passwords are saved to allow re-enabling security at a later time.  If security is re-enabled, these retained role assignments and passwords are reapplied to the Organization users.

Figure 5.  Confirmation to Disable Security on Existing Organization
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NOTE:  Once security has been disabled for an Organization, the retained NPSTORET role assignments determine which users are allowed to re-enable security.  Only users that were administrators when security was last enabled are permitted to re-enable security.  Contact the NPSTORET support staff if you wish to re-enable security for your Organization and you were not an administrator when security with last enabled.


III. Logging In/Out
You must log in to activate the primary templates (Projects, Stations, Metadata, Results, and Reports & Stats) whether security is enabled or not.  In the case when security is not enabled, this is done by selecting the Organization from the list of available Organizations and then simply clicking on one of the available listed log in IDs.  When security is enabled, the Organization is still selected from the list of available Organizations but then you must enter a valid log in ID and password for the Organization and click 'Log In' (Figure 6).  The log in ID and password are not case sensitive.

Figure 6.  Logging In to a Secured Organization
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Log in IDs are used by NPSTORET to identify records that were entered or edited by a user by stamping any record they enter or edit with their log in ID.  Additionally, each record is stamped with the log in ID of the person who created the record.  This record creator stamp is used in determining editing permissions when security is enabled.  Proper security and audit trails are maintained by logging out when your data entry is complete.  The simplest way to log out is to exit NPSTORET.  If you want to stay in NPSTORET and security is enabled, you can also log out by returning to the Main Switchboard and clicking the Log Out button or by selecting a different Organization (Figure 7).

Figure 7.  Logging Out of a Secured Organization
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IV. Setting/Changing Passwords
An administrator can modify passwords for other users assigned to the Organization from the ‘Staff and Roles’ tab of the Metadata template (Figure 8).  This button is only visible if security is enabled for the Organization and if you are currently logged in is an administrator for the Organization.

Figure 8.  Administrator Setting User Passwords
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Any user can change his/her own password as desired by clicking the ‘Change Password’ button on the Main Switchboard (Figure 9).  This button is only visible when a user is logged in to a secured Organization.

Figure 9.  User Changing Password
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The form for setting/changing a password that pops up (Figure 10), requires that you enter the password twice for confirmation.  The characters you type will be masked by asterisks for security purposes.  Passwords must be from 6-8 characters long, are not case sensitive, and can not be the same as the log in ID.

Figure 10.  User Changing Password
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If you have forgotten your password, you must contact someone with administrator privileges in the Organization to reset your password.  If you are the only Organization administrator and have forgotten your password, contact the NPSTORET development team (click the ‘About’ button on the Main Switchboard to display contact information).

V. Assigning Database Roles
The NPSTORET roles for users are set from the ‘Staff and Roles’ tab of the Metadata template (Figure 11).  This field is only visible if security is enabled for the Organization.  It can only be modified if you are currently logged in is an administrator for the Organization in NPSTORET.  The allowed roles are ‘View’, ‘Edit’, and ‘Admn’.  Details of what permissions are associated with each role are provided in the next section.

Figure 11.  Setting NPSTORET Roles
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VI. Permissions
The following permissions are applied based on NPSTORET role assignments in a secured Organization:

A. Projects and Stations Templates
An ‘Admn’ user can edit any projects or stations.  A ‘View’ user can only view the data on the Projects or Stations template.  An ‘Edit’ user can only view projects or stations created by another user but can edit projects or stations they created themselves.  The title bar of the template has ‘(View Only)’ appended whenever the current user does not have permissions to edit the data being displayed.

B. Metadata Templates
Only an ‘Admn’ user can edit metadata.  The title bar of the template has ‘(View Only)’ appended whenever the current user does not have permissions to edit the data being displayed.

C. Results Template
An ‘Admn’ user can edit any visits/activities/results data on the Results template.  A ‘View’ user can only view the data on the Results template.  An ‘Edit’ user can only view visits/activities/results created by another user but can edit visits/activities/results they created themselves.  For permission purposes, access to results is set at the visit level.  Whoever created the visit is set as the creator of all the associated activities and results.  The title bar of the Results template has ‘(View Only)’ appended whenever the current user does not have permissions to edit the data being displayed.  As an ‘Edit’ user moves through the visits for the organization in the Results template, data displayed on the screen will be either view only or all editable.

D. Reports and Statistics Template
All users can access the full functionality of the Reports and Statistics Template to run any report, analysis, or data export.

E. Imports Switchboard
A ‘View’ user can not import data.  An ‘Edit’ user can import stations, results, and updates by primary key (but can only update records they created).  An ‘Admn’ user can import all data constructs.

F. Utilities Switchboard
All users can use the ‘Zip/Backup Organization Data’, ‘Relink Back End Databases’, ‘Compact Back End’, and ‘QA Data Entry for Organization’ utilities.  An ‘Edit’ user can also use the ‘Copy Metadata, Projects and/or Stations to Organization’ (but can only copy projects or stations) and ‘Delete Project Data From Organization’ utilities.  An ‘Admn’ user can use all utilities.  Note that some sensitive utilities (involving copying/deleting data) require re-entering the user log in ID and password.  Remember that the security is Organization dependent so a ‘View’ user in a secured Organization will still be able to modify/delete the data for any unsecured Organizations in the database using the utilities.

G. Options Setting
Only an ‘Admn’ user can turn off the security.  All other configuration options can be set by all users.
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